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200 




TO REGISTER AN EMAIL BY 
AN ORIGINA TOR (e.g. "JOHN 
SMITH A T EMAIL ADDRESS 
jsmith@adomain. com ") 




ORIGINATOR CREA TES AN EMAIL 
MESSAGE USING ANY INTERNET MAIL 
USER AGENT(MUA)(NOTE THE 

MESS A GE MA Y HA VE MUL TIPLE 
DESTINATIONS AND ATTACHMENTS) 



-202 



THE REGISTRA HON SYSTEM(RS), 
ACTING AS THE SENDERS MTA 
RECEIVES A COPY OF EMAIL 



■203 



RS WILL CREATE A COPY OF THE 
ORIGINAL MESSAGE TO BE STORED 
UNTIL THE REGISTRA HON PROCESS 
IS COMPLETE 



■204 



RS CREATES A DATABASE RECORD 
WHICH INCLUDED: THE TIME AT 
WHICH THE MESSAGE WAS 
RECEIVED. THE NAMES AND SIZES 

OF THE ATTACHMENTS OF THE 
MESSAGE. THE NAME AND ADDRESS 

OF EACH DESTINA HON OF THE 
MESSAGE. THE TIME AT WHICH THE 
MESSAGE WAS DELIVERED TO THE 
DESTINATIONS MTA. THE DELIVERY 
STA TVS OF EACH DESTINA TION 



•205 



RSSETS THE DELIVERY STATUS OF 
EACH DESTINATION TO "UNSENT 



■206 



RS GENERA TES AND STORES 
MESSAGE DIGEST (HASH) OF 
THE BODY OF THE MESSAGE. 
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207 



f RS GENERA TES AND STORES A 
I HASH FOR EACH FILE A TTACHED 
TO THE MESSAGE 



208 



RS CREATES A SECOND COPY TO 
MODIFY THE ORIGINAL MESSAGE 



209 



THE ORIGINAL SUBJECT LINE OF THE 
MESSAGE IS AMENDED TO INDICATE 
THAT THE COPY IS REGISTERED( e.g. 
BY PRE-PENDING "(REGISTERED") 



210 



A NOTICE THA T THE MESSAGE IS 
REGISTERED BY THE RS, TOGETHER 
WITH LINKS TO THE RSS www SITE 
ARE APPENDED TO THE BODY OF THE 
MESSAGE. 



211 



EMAIL HEADERS ARE ADDED 
REQUESTING A MAIL USER 
AGENT(MUA) READING NOTIFICA TION 
IN A VARIETY OF HEADER FORMATS 
RECOGNIZED BY VARIOUS MUAs. THE 

REQUEST FOR NOTIFICATION 
DIRECTS THE NOTIFICATION TO AN 
DESTINATION WHOSE NAME IS THE 
ADDRESS OF THE ORIGINA TOR OF 
THE MESSAGE AND WHOSE ADDRESS 
ISA rpost.com ACCOUNT SET UP 
FOR THIS PURPOSE. THE 
NOTIFICATION WILL USE THE 
ADDRESS OF THE ORIGINAL SENDER 
IN THE NAME FIELD OF THE MUA 
REQUEST. (e.g.DISPOSITIONS- 
NOTIFICA TION-T0:jsmith@adomin.com 
<readreceipt@rpost.com>) 



212 



TRANSMIT THE MESSAGE 
(GOTO FIGB) 
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f FOR EACH MESSAGE 
\ DESTINATION THE SYSTEM W ILL 




220 



CHANGE THE MESSAGE HEADER TO SHOW IT AS FROM: 
John smith<RCPTxxxxy@rpostcom> WHERE xxxx=A TAG 
UNIQUEL Y IDENTIFYING THIS MESSAGE WHERE y=a TAG 

IDENTIFYING THIS DESTINATION OF THIS MESSAGE 
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FIG. 2B-1 



221 



PERFORM AN DNS MX LOOKUP TO IDENTIFY THE MTA(S) 
FOR THE DESTINATION DOMAIN 



222 



ATTEMPTS TO OPEN A TELENET CONNECTION TO THE 
DESTINATION'S MTA 



224 



225 





228 



RETRY USING OTHER MTA 'S 
FOR THE DESTINATION IF 
AVAILABLE 



223 



227 




BEGIN 
RECORDING 
THE (E)SMTP 
DIALOG 



229 




226 




YES 



RECORD THIS 
DESTINATIONS 
DELIVERY 
STATUS TO 
VNDEUVERABLE" 



® ® 
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232-^ 



RECORD THIS 
DESTINATION'S 
DELIVERY 
STATUS AS 
"FAILURE" 



235 



233 



SEND MESSAGE WITH 
ESMPT REQUESTS TO 
NOTIFY OF SUCCESS 
OR FAILURE 

e 



234 



RECORD 
DESTINATION'S 
DELIVERY 
STATUS AS 
DELIVERED-AND- 
WATTING-FOR-DSN 



SEND MESSAGE 
TOMTA 



RECORD 
DESTINATION'S 
DELIVERY STATUS AS 
"DELIVERED" 



236 



SAVE THE 
(E)SMTP 
DIALOG 



237 



238 



ATTEMPT TO DELIVER TO 
k ANOTHER DESTINATION . 



FIG. 2B-2 



239 



c 



SYSTEM RECEIVES MTA 
NOTIFICATION 
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SYSTEM SCANS INCOMING 
MAIL T0rpost.com 
FOR ADDRESSES 
CONTAINING"rctp " 



FIG. 2C 



SYSTEM IDENTIFIES MESSAGES 
ADDRESSES TO 
"rcptxxxxy@rpost. com " AS 
DELIVERY NOTIFICATION FOR 
DESTINATION y OF MESSAGE 
xxxxx 



•242 



SYSTEM SCANS THE SUBJECT 
AND BODY OF THE MESSAGE FOR 
STRINGS INDICA TING DELIVERY 

FAILURE, RELAY OR SUCCESS 



X 



244 

V NOTIFICATION 
N/ INDICATES 
\SUCCESSFUL 
X DELIVERY 

* NO 



•243 





246 

V NOTIFICATION 
N/ INDICATES 
\ DELIVERY 
X FAILURE 
? 



YES 





248 

V NOTIFICATION 
Y INDICATES 
MESSAGE RELAYED" 
sQNWARDj 

?. 



245 



CHANGE DELIVERY STATUS OF 
DESTINATION y OF MESSAGE 
xxxxx TO "DEUVERED-TO- 
MAILBOX" 



z: 



247 



CHANGE DELIVERY STATUS OF 
DESTINATION y OF MESSAGE 
xxxxx TO "FAILURE" 



249 



CHANGE DELIVERY STA TVS 
OF DESTINATION y OF 

MESSAGE 
xxxxx TO "RELAYED" 



250 



' SAVE COPIES OF I 
MTA NOTICE 

AND 
ATTACHMENTS 



f PROCESSING \ 
V COMPLETE J 
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256 



GET NEXT 
DESTINATION 



(N0TE:DS= "RELA YED" 
/UNDEUIVERABLE, 
/'DELIVERED TO 
MAILBOX" or "FAILURE") 



FIG. 2D 
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FIG.2E rC 

270 



THE SYSTEM GENERA TES AN EMAIL 
RECEIPT WHICH INCLUDES: 



START HERE 
FR0MFIG2D 



271 



A MESSAGE IDENTIFIER FOR ADMINISTRA TIVE PURPOSE. THIS IDENTIFIER MA Y BE OR 

MAY INCLUDE REFERENCE TO THE ORIGINATOR'S ID AND/OR THE VALUE OF THE 
INTERNET MESSAGE-ID OF THE ORIGINATORS MESSAGE AS RECEIVED BY THE SYSTEM 



272 



THE QUOTED BODY OF THE ORIGINAL MESSAGE TOGETHER WITH THE EMAIL 
ADDRESSES OF ITS INTENDED RECIPIENTS 



273 



A TABLE FOR EACH RECIPIENT LISTING: 
THE DELIVERY STATUS OF THE MESSAGE FOR THAT DESTINATION BASED UPON THE 
SYSTEMS RECORD DELIVERY STATUS. THE TIME AT WHICH THE RECIPIENTS MTA 
RECEIVED THE MESSAGE AND/OR THE TIME AT WHICH THE SYSTEM RECEIVED A DSN 

FROM THE RECIPIENTS MTA 



274 



A LIST OF THE ORIGINAL ATTACHMENTS OF THE EMAIL TOGETHER WITH THEIR 

SEPARA TE HASH NUMBERS 



I 



275 



TRANSCRIPTS OR ABSTRACTIONS OF THE TRANSCRIPTS OF ALL OF THE SMTP DIALOGS 
GENERA TED IN THE DELIVERY OF THE MESSAGE TO EACH DESTINA TION 

* 



276 



QUOTATIONS FROM THE BODIES AND THE ATTACHMENTS OF ALL RECEIVED DSNS INCLUDING 
WHATEVER DETAILS OF DELIVERY OR DISPOSITION OF THE MESSAGE THA T THEY MIGHT REVEAL 



277 



THE SYSTEM WILL ATTACH TO THE RECEIPT COPIES OF ALL OF THE ATTACHMENTS 

OF THE ORIGINAL MESSAGE 

I 



278 



THE SYSTEM WILL ATTACH RECEIVED DSN MESSAGES AND THEIR ATTACHMENTS TO THE RECEIPT\ 




^-279 






HA VING GENERA TED THE TEXT OF THE RECEIPT SO FAR, THE SYSTEM THEN GENERA TES 
AN ENCRYPTED HASH OF THE BODY OF THE RECEIPT 






^-280 




THE ENCRYPTED HASH IS APPENDED TO THE BODY OF THE MESSAGE AS A DIGITAL SIGNATURE \ 




h ^-281 






THE RECEIPT, NOW BEING COMPLETE, IS SENT BY EMAIL TO THE ORIGINATOR WITH THE 
ADVICE THAT IT BE KEPT FOR THE ORIGINATOR'S RECORDS 






" f~-282 




THE SYSTEM MAY NOW DELETE ALL COPIES OF THE ORIGINAL MESSAGE, ATTACHMENT AND DSNs\ 
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THE SYSTEM RECEIVES MUA NOTIFICATIONS AT AN 
EMAIL ADDRESS USED FOR THIS PURPOSE, 
(e.g. readreceipt@rpost.com) 



286 



EXTRACTS THE ADDRESS OF THE SENDER OF THE ORIGINAL MESSAGE FROM THE ADDRESS OF 
THE MUA NOTICE WHERE IT IS FOUND IN THE NAME HELD OF THE MESSAGE 
(e.g. TO:jsmith@adomain. com <readreceipt@rpost. com>) 



287 



CREATES A RECEIPT WHICH INCLUDES: THE SUBJECT OF THE MUA AS ITS SUBJECT/A 
HEADING e.g. "RPost Reading Receipt' ';THE BODY OF THE MUA NOTICE QUOTED IN THE 
BODY OF THE RECEIPT. A TIME/DA TE STAMP 



288 



ATTACH TO THE RECEIPT ANY FILES THAT MAY ACCOMPANY THE MUA's RECEIPT 



289 



GENERATE A HASH FOR ANY FILES ATTACHED TO THE RECEIPT AND RECORD THIS 
HASH IN THE BODY OF THE RECEIPT 



290 



GENERATE A HASH FOR THE BODY OF THE RECEIPT AND ITS 
A TTACHMENTS, ENCRYPT THIS HASH, AND APPEND THE RESULT TO 
THE MESSAGE AS A "DOCUMENT DIGITAL FINGERPRINT' 



291 



SEND THE RESULTING RECEIPT TO THE ORIGINATOR OFTHE MESSAGE 

\ 



292 



HA VING SENT THIS RECEIPT, THE SYSTEM MA Y DELETE 
ALL INTERNAL RECORDS OF THE TRANSACTION 



FIG. 2F 



SYSTEM AND METHOD FOR VERIFYING 
DELIVERY AND INTEGRITY OF ELECTRONIC 
MESSAGES 
Serial No. 09/991,201 
In response to Office Action dated October 5, 2006 
Attorney Docket No. RPOST-58937 
New Sheet 



^ S 




























I 




i 




• • • 










TTA 




TTA 









SYSTEM AND METHOD FOR VERIFYING 
DELIVERY AND INTEGRITY OF ELECTRONIC 
MESSAGES 
Serial No. 09/991,201 
In response to Office Action dated October 5, 2006 
Attorney Docket No. RPOST-58937 
New Sheet 



10/20 



I 



i 
Bi 

I — 

I 



MUA NOTICES 



MESSAGE(TAGGED) 



1 
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USERS SUBMIT RECEIPTS FOR VALIDATION BY 
FORWARDING THEM AS EMAILS TO A SPECIFIC 
rpost.com ADDRESS E.g. authentica@rpost.com 
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WHEN A RECEIPT IS RECEIVED THE 
OPERA TORS OF THE SYSTEM SHALL: 








DETACH AND DECRYPT THE DOCUMENT DIGITAL 
SIGNATURE APPENDED TO THE RECEIPT 








GENERA TEA HASH OF THE BALANCE 
OF THE DOCUMENT 








700 



■701 



FIG. 7a 



702 



■703 




705 



GENERATE A REPORT INDICATING THAT THE 
OPERATOR OF RPOST CANNOT AUTHENTICATE 
THE RECEIPT AS AN ACCURATE RECORD OF 
THE DELIVERY OR CONTENTS OF THE 
MESSAGE DESCRIBED IN THE RECEIPT 



GENERATE A REPORT INDICATING THAT THE 
OPERATOR OF RPOST CAN AUTHENTICATE THE 

RECEIPT AS AN ACCURATE RECORD OF THE 
DELIVERY OF THE ORIGINAL MESSAGE TO ITS 
DESTINA HON: THA T THE BODY OF THE 

MESSAGE WAS AS APPEARS IN THE RECEIPT 





YES 


FOR EACH SUCH FILE: 
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® 
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708 



GENERATE A HASH 
OF THE ATTACHED 
FILE 




^■709 



COMPARE THE 
NEWLY GENERATED 
HASH TO THE 
HASH VALUE 
QUOTED IN THE 
DOCUMENT 




710 



GENERATE A REPORT INDICATING THAT 
THE OPERA TOR OFRPOST CAN 

AUTHENTICATE THE RECEIPT AS AN 
ACCURA TE RECORD OF THE DELIVERY 

OF THE ORIGINAL MESSAGE TO ITS 
DESTINA HON: THA T THE BODY OF THE 

MESSAGE WAS AS APPEARS IN THE 
RECEIPT. THA TEACH DELIVERED 
ATTACHMENT WAS IDENTICAL TO THE 

COPIES APPENDED TO THE RECEIPT. 



712 



GENERATE A REPORT INDICATING THAT 
■ RPOST CANNOT AUTHENTICA TE THE 
SUBMITTED RECEIPT BECAUSE THE ATTACHED 
FILE APPEARS TO HA VE BEEN AL TERED SINCE 
THE TIME THE MESSAGE WAS DELIVERED. 



713- 



FIG. 7b 



APPEND A COPY OF 
THE RECEIPT TO THE 
REPORT 




EMAIL THE REPORT TO 
THE USER WHO 
SUBMITTED THE 
RECEIPT 
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FIG. 9 



900 



C 



TO REGISTER AN EMAIL FOR A RECIPIENT 



901 



RECEIVE EMAIL FOR RECIPIENT ACTING AS AN SMTP, POP, 
OR IMAP SERVER 



Zl 



902 



GENERATE A HASH/DIGITAL FINGERPRINT FOR THE 
CONTENT OF THE MESSAGE AND ITS A TTACHMENTS 



Zl 



903 



ENCRYPT THE HASH(ES) 



Zl 



904 



APPEND THE ENCRYPTED HASH(ES) TO THE BODY OF THE 
MESSAGE 



Zl 



905 



MAKE THE MESSAGE A VAILABLE FOR READING/DOWNLOAD 
BY THE RECIPIENTS MUA 
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RECIPIENT SUBMITS A COPY OF THE 
RECEIVE MAIL TO THE OPERA TORS OF 
THE SYSTEM WHO: 



1000 



DECRYPT THE HASH ATTACHED TO THE 
BODY OF THE MESSAGE 



■1001 




1002 



COMPARE THE DOCUMENT HASH(ES) 
WITH THE DECRYPTED HASH(ES) 




1004 




1005 



THE OPERA TORS CAN WARRANT THA T 
THE EMAIL IS AS ORIGINALLY RECEIVED 



1006 



THE OPERA TORS CAN WARRANT THA T 
THE EMAIL HAS BEEN ALTERED SINCE 
ORIGINALLY RECEIVED 



FIG. 10 



SYSTEM AND METHOD FOR VERIFYING 
DELIVERY AND INTEGRITY OF ELECTRONIC 
MESSAGES 

_Ser.ial_No-09/i),0J,20.1 

In response to Office Action dated October 5, 2006 
Attorney Docket No. RPOST-58937 
New Sheet 

18/20 




SYSTEM AND METHOD FOR VERIFYING 
DELIVERY AND INTEGRITY OF ELECTRONIC 
MESSAGES 

Serial No. 09/99L201 

- — — "in response to~OtTT^ATtTorTcIatea"October 5r2006 

Attorney Docket No. RPOST-58937 
New Sheet 

19/20 



1206 



Sender Composes an electronic 

Message including a "(R) " in 
the subject line of the message 




Sender's Mail User Agent 



Message is Transmitted to the 
sender's Mail Transport Agent 



1208 



c 



1210 



Mail Transport agents 

scans outbound 
message subject lines 



1212 



Transmit the Message 
via the ordinary route 




1214 



Transmit the message 
via a special network 
Route 



5\ 



Sender's Mail Transport Agent 



FIG. 12 



Sender Composes an 
electronic Message 
including a "(Rxyz)" 
in the subject line 
of the message 



1300 

0 
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FIG. 13 
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1306 



Sender's Mail User Agent 

Message is Transmitted 

to the sender's 
Mail Transport Agent 



c 



1210 



Mail Transport agents 

scans outbound 
message subject lines 




Sender's Mail Transport Agent 



1212 







Save a copy of the 
message with the 
^identifier "xyz^^ 




r~ 1304 


Strip "(Rxyz)" from 
the subject line of 


the messages 




f 1214 



Transmit the Message 
via the ordinary route 



0 



via a special network 
Route 



FIG. 14 

Sender's Desktop Email 
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BSend || M II X 1 allTIl ! >Mfgjl 1 OP tions Ifgj"] 



To: | zkhanq@rpost.orq 



Cc: 



Subject: | (R) Order Information 



Please send me 4 copies of the latter report. 



